clamd&dX| / Sendmail €= 6}7|

clamav A%

1.Sendmail2t ASs}7] flet Ii7|X| X
$> yum install -y sendmail-devel

1. clamHIO[L{2| CFRZE - http://sourceforge.net/projects/clamav/files/clamav/0.97.8/clamav-0.97.8.tar.gz
2. Hio|{2| HmY & MK

$> tar -zxvf clamav-0.97.8.tar.gz

$> useradd -s /bin/false clamav

$> cd clamav-0.97.8

$> ./configure --prefix=/usr/ --sysconfdir=/etc/ --enable-milter
$> make;make install

3. MAEMY HA - Freshclam (AZ LHIO|E)

$> $ vi /etc/freshclam.conf
#Example

UpdateLogFile /var/log/clamav/freshclam.log
LogTime yes

DatabaseMirror database.clamav.net
NotifyClamd /etc/clamd.conf
SubmitDetectionStats /etc/clamd.conf

4, M™EOU HA - Clamd (ClamavHl2)

$> vi /etc/clamd.conf

LogFile /var/log/clamav/clamd.log
LogTime yes

LogSyslog yes

PidFile /var/run/clamav/clamd.pid
LocalSocket /var/run/clamav/clamd.sock
FixStaleSocket yes

TCPSocket 3310

TCPAddr 127.0.0.1
StreamMaxLength 100M

User clamav

PhishingSignatures yes
PhishingScanURLs yes
MaxFileSize 30M

5. MAEOY HA - Milter(SMTPS S5

$> vi /etc/clamav-milter.conf

MilterSocket /var/run/clamav/clamav-milter.sock
MilterSocketMode 666

FixStaleSocket yes

User clamav

PidFile /var/run/clamav/clamav-milter.pid
ClamdSocket unix:/var/run/clamav/clamd.sock
OnClean Accept

Onlinfected Quarantine

OnFail Defer

LogFile /var/log/clamav/clamav-milter.log
LogTime yes

Y

6. Ot i 3l Mot HE


http://sourceforge.net/projects/clamav/files/clamav/0.97.8/clamav-0.97.8.tar.gz

$> mkdir /usr/share/clamav

$> cd /var/log

$> mkdir clamav

$> cd clamav

$> touch clamav-milter.log

$> touch clamd.log

$> touch freshclam.log

$> cd /var/run

$> mkdir clamav

$> chown -R clamav.clamav /var/log/clamav
$> chown -R clamav.clamav /var/run/clamav
$> chown -R clamav.clamav /usr/share/clamav

7. IZl AHO|E & T2 MA AlsH

$> freshclam
$> /usr/sbin/clamav-milter

$> ps -ef | grep clam
clamav 4242 1 0 15:37 ? 00:00:00 clamd
clamav 4251 1 0 15:37 ? 00:00:00 clamav-milter

Sendmailgds

1. /etc/mail/sendmail.mc It Eo{A

$> vi /etc/mail/sendmail.mc

INPUT_MAIL_FILTER('clamav’, “S=local:/var/run/clamav/clamav-milter.sock, F=, T=S:4m;R:4m")
define("confINPUT_MAIL_FILTERS®, “clamav’)

IS E() 2 &) FEHOF E[R

2. sendmail MH|AE freshclam 20| TSE 2 ME0| EQ.,

$> chkconfig sendmail off

w
>

IE22 ATIALIO|EE 617| 2I8HM = freshclam ZEMAE HISHENZ =M El (confit FAHoj| w2t 2A|ZtOLCE SHHAL IH|0|E Al
£

$> freshclam -d

4. Jetc/rc.localol| Of2f LHE =7t

$> vi /etc/rc.local
Jusr/sbin/clamd /usr/sbin/clamav-milter freshclam -d
$> /etc/init.d/sendmail start
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