0|1 &=

e CRI-O7|4t9| k8s MX|

o docker?|4te| nexusidX|

o onlyofficeE ZAE|0IL] 7|0l A MX|st7]

» pipE docker-compose H%| 2F

o QEMU tcp AT 5| 8317]

e VMware GuestOSO[M OrRA SHE =3QHe 2 K|
e rancher J{ASE X7|s} g



CRI-O7|t2] k8s 2A]

AEARSE

1. OS&HAA

0z OOI'

$> swapoff -a

$> cat <<EOF | sudo tee /etc/modules-load.d/k8s.conf
br_netffilter
EOF

$> cat <<EOF | sudo tee /etc/sysctl.d/k8s.conf
net.bridge.bridge-nf-call-ip6tables = 1
net.bridge.bridge-nf-call-iptables = 1

EOF

$> sudo sysctl --system

2. crio / kubernetees I47|X| 2|ZX|Ez2| 714

$> cat /etc/yum.repos.d/libcontainers.repo

[devel_kubic_libcontainers_stable]

name=Stable Releases of Upstream github.com/containers packages (CentOS_8)

type=rpm-md

baseurl=https://download.opensuse.org/repositories/devel:/kubic:/libcontainers:/stable/CentOS_8/

gpgcheck=1
gpgkey=https://download.opensuse.org/repositories/devel:/kubic:/libcontainers:/stable/CentOS_8/repodata/repomd.xml.key
enabled=1

$> cat /etc/yum.repos.d/cri-0-1.23.repo

[devel_kubic_libcontainers_stable_cri-o_1.23]

name=devel:kubic:libcontainers:stable:cri-0:1.23 (CentOS_8)

type=rpm-md

baseurl=https://download.opensuse.org/repositories/devel:/kubic:/libcontainers:/stable:/cri-0:/1.23/CentOS_8/

gpgcheck=1
gpgkey=https://download.opensuse.org/repositories/devel:/kubic:/libcontainers:/stable:/cri-0:/1.23/CentOS_8/repodata/repomd.xml.key
enabled=1

$> cat /etc/yum.repos.d/kubernetes.repo

[kubernetes]

name=Kubernetes

baseurl=https://packages.cloud.google.com/yum/repos/kubernetes-el7-$basearch

enabled=1

gpgcheck=1

repo_gpgcheck=1

gpgkey=https://packages.cloud.google.com/yum/doc/yum-key.gpg https://packages.cloud.google.com/yum/doc/rpm-package-key.gpg

3. O7|X] 2X]

$> yum install kubelet kubeadm kubectl libcgroup cri-o cri-tools -y
$> systemctl enable crio --now
$> systemctl enable kubelet

S2{AE MM (control palin 1A DF £3H)

1. kubeadm S2{AFH MM

$> kubeadm init --control-plane-endpoint 172.21.107.238:6443 --pod-network-cidr 10.250.0.0/16 --ignore-preflight-errors=all --upload-certs



*
+
Y

2400l control / worker '=EE join H20| Ct27| 20| @2 2AtsE0{of &

##Control nodeg

$> kubeadm join 172.21.107.238:6443 --token abcd \
--discovery-token-ca-cert-hash sha256:yyy \
--control-plane --certificate-key zzz

## Worker Nodeg

$> kubeadm join 172.21.107.238:6443 --token abcd \
--discovery-token-ca-cert-hash sha256:yyyy \
--ignore-preflight-errors=all

2. ABM EE A

$> mkdir -p $HOME/.kube

$> /bin/cp /etc/kubernetes/admin.conf SHOME/.kube/config
$> chown $(id -u):$(id -g) SHOME/.kube/config

$> export KUBECONFIG=/etc/kubernetes/admin.conf

3. CNI &x|(Calico)

$> curl https://projectcalico.docs.tigera.io/manifests/calico.yaml -O
$> kubectl apply -f calico.yaml

=0AH HS

1. Ef Control plain ¥ (Control Plain SHCHM a=xt =t 4-3)

$> kubeadm join 172.21.107.238:6443 --token abcd \
--discovery-token-ca-cert-hash sha256:yyy \
--control-plane --certificate-key zzz

2. E HAE =l (Control plainO|A] 4=3)

$> kubectl get no

NAME STATUS ROLES AGE VERSION
k8stesttx-k8s-master-dev0l Ready control-plane,master 3hém v1.23.5
k8stesttx-k8s-master-dev02 Ready control-plane,master 3hém v1.23.5
k8stesttx-k8s-master-dev03 Ready control-plane,master 3hém v1.23.5

3. Worker Node 9S

$> kubeadm join 172.21.107.238:6443 --token abcd \
--discovery-token-ca-cert-hash sha256:yyyy \
--ignore-preflight-errors=all
4, E HE g9l (Control plain0flM £=3)

$> kubectl get no

NAME STATUS ROLES AGE VERSION
k8stesttx-k8s-worker-dev0l Ready <none> 40m v1.235
k8stesttx-k8s-worker-dev02 Ready <none> 40m v1.23.5
k8stesttx-k8s-worker-dev03 Ready <none> 40m v1.235

k8s 21ZAM 102z ¥

1. 95N 9% A3YE

#!/usr/bin/env bash



set -0 errexit
set -0 pipefalil
# set -0 xtrace

# set output color
NC=033[0m’
RED=033[31m'
GREEN=\033[32m'
YELLOW=033[33m'
BLUE="033[34m'

log::err() {
printf "[$(date +'%Y-%m-%dT%H:%M:%S.%2N%z")][${RED}IERRORS${NC}] %b\n" "$@"
}

log::info() {
printf "[$(date +'%Y-%m-%dT%H:%M:%S.%2N%z")][INFO] %b\n" "$@"
}

log::warning() {
printf "[$(date +'%Y-%m-%dT%H:%M:%S.%2N%z")][${Y ELLOW}WARNING${NC}] \033[0m%b\n" "$@"
}

check_file() {

if [[!-r ${1} ]]; then
log::err "can not find ${1}"
exit1

i

}

# get x509v3 subject alternative name from the old certificate
cert::get_subject_alt_name() {

local cert=${1}.crt

local alt_name

check_file "${cert}"
alt_name=$(openssl x509 -text -noout -in "${cert}" | grep -Al 'Alternative' | tail -n1 | sed 's/[[:space:]]*Address//g’)
printf "%s\n" "${alt_name}"

}

# get subject from the old certificate
cert::get_subj() {

local cert=${1}.crt

local subj

check_file "${cert}"

subj=$(openssl x509 -text -noout -in "${cert}" | grep "Subject:" | sed 's/Subject:\//g;s\,N/;s/[[:space:]]//g")
printf "%s\n" "${subj}"
}

cert::backup_file() {
local file=${1}
if [ ! -e ${file}.old-$(date +%Y%m%d) ]]; then
cp -rp "$ffile}" "${file}.old-$(date +%Y%m%d)"
log::info "backup ${file} to ${file}.old-$(date +%Y%m%d)"
else
log::warning "does not backup, ${file}.old-$(date +%Y%m%:d) already exists"
fi
}

# check certificate expiration
cert::check_cert_expiration() {
local cert=${1}.crt

local cert_expires

cert_expires=$(openssl x509 -text -noout -in "${cert}" | awk -F ": " '/Not After/{print$2}')
printf "%s\n" "${cert_expires}"

}



# check kubeconfig expiration
cert::check_kubeconfig_expiration() {
local config=${1}.conf

local cert

local cert_expires

cert=$(grep "client-certificate-data" "${config}" | awk '{print$2}' | base64 -d)
cert_expires=$(openssl x509 -text -noout -in <(printf "%s" "${cert}") | awk -F ": " '/Not After/{print$2}')
printf "%s\n" "${cert_expires}"

}

# check etcd certificates expiration
cert::check_etcd_certs_expiration() {
local cert

local certs

certs=(
"${ETCD_CERT_CA}"
"${ETCD_CERT_SERVER}"
"${ETCD_CERT_PEER}"
"${ETCD_CERT_HEALTHCHECK_CLIENT}"
"${ETCD_CERT_APISERVER_ETCD_CLIENT}"
)

for cert in "${certs[@]}"; do
if [ ! -r ${cert} ]]; then
printf "%-50s%-30s\n" "${cert}.crt" "$(cert::check_cert_expiration "${cert}")"
fi
done

}

# check master certificates expiration
cert::check_master_certs_expiration() {
local certs

local kubeconfs

local cert

local conf

certs=(
"${CERT_CA}"
"${CERT_APISERVER}"
"${CERT_APISERVER_KUBELET_CLIENT}"
"${FRONT_PROXY_CA}"
"${FRONT_PROXY_CLIENT}"

)

kubeconfs=(
"${CONF_CONTROLLER_MANAGER}"
"${CONF_SCHEDULER}"
"${CONF_ADMIN}"

)

printf "%-50s%-30s\n" "CERTIFICATE" "EXPIRES"

for conf in "${kubeconfs[@]}"; do
if [ ! -r ${conf} ]]; then
printf "%-50s%-30s\n" "${conf}.config" "$(cert::check_kubeconfig_expiration "${conf}")"
fi
done

for cert in "${certs[@]}"; do
if [ ! -r ${cert} ]]; then
printf "%-50s%-30s\n" "${cert}.crt" "$(cert::check_cert_expiration "${cert}")"
fi
done

}

# check all certificates expiration



cert::check_all_expiration() {
cert::check_master_certs_expiration
cert::check_etcd_certs_expiration

}

# generate certificate whit client, server or peer

# Args:

# $1 (the name of certificate)

# $2 (the type of certificate, must be one of client, server, peer)
# $3 (the subject of certificates)

# $4 (the validity of certificates) (days)

# $5 (the name of ca)

# $6 (the x509v3 subject alternative name of certificate when the type of certificate is server or peer)
cert::gen_cert() {

local cert_name=${1}

local cert_type=${2}

local subj=${3}

local cert_days=${4}

local ca_name=${5}

local alt_name=${6}

local ca_cert=${ca_name}.crt

local ca_key=${ca_name}.key

local cert=${cert_name}.crt

local key=${cert_name}.key

local csr=${cert_name}.csr

local common_csr_conf="distinguished_name = dn\n[dn]\n[v3_ext]\nkeyUsage = critical, digitalSignature, keyEncipherment\n'

for file in "${ca_cert}" "${ca_key}" "${cert}" "${key}"; do
check_file "${file}"
done

case "${cert_type}" in
client)
csr_conf=$(printf "%bextendedKeyUsage = clientAuth\n" "${common_csr_conf}")
server)
csr_conf=$(printf "%bextendedKeyUsage = serverAuth\nsubjectAltName = %b\n" "${common_csr_conf}" "${alt_name}")
peer)
csr_conf=$(printf "%bextendedKeyUsage = serverAuth, clientAuth\nsubjectAltName = %b\n" "${common_csr_conf}" "${alt_name}")
*)
log::err "unknow, unsupported certs type: ${YELLOW}${cert_type}${NC}, supported type: client, server, peer"
exit 1

esac

# gen csr
openssl req -new -key "${key}" -subj "${subj}" -regexts v3_ext \
-config <(printf "%b" "${csr_conf}") \
-out "${csr}" >/dev/null 2>&1
# gen cert
openssl x509 -in "${csr}" -req -CA "${ca_cert}" -CAkey "${ca_key}" -CAcreateserial -extensions v3_ext \
-extfile <(printf "%b" "${csr_conf}") \
-days "${cert_days}" -out "${cert}" >/dev/null 2>&1

rm -f "${csr}"

}

cert::update_kubeconf() {

local cert_name=${1}

local kubeconf_file=${cert_name}.conf
local cert=${cert_name}.crt

local key=${cert_name}.key

local subj

local cert_base64

check_file "${kubeconf_file}"
# get the key from the old kubeconf



grep "client-key-data" "${kubeconf_file}" | awk ‘{print$2}' | base64 -d >"${key}"

# get the old certificate from the old kubeconf

grep "client-certificate-data” "${kubeconf_file}" | awk {print$2}' | base64 -d >"${cert}"
# get subject from the old certificate

subj=$(cert::get_subj "${cert_name}")

cert::gen_cert "${cert_name}" "client" "${subj}" "${CERT_DAYS}" "${CERT_CA}"

# get certificate base64 code

cert_base64=$(base64 -w 0 "${cert}")

# set certificate base64 code to kubeconf
sed -i 's/client-certificate-data:.*/client-certificate-data: "${cert_base64}"/g' "${kubeconf_file}"

rm -f "${cert}"
rm -f "${key}"
}

cert::update_etcd_cert() {
local subj

local subject_alt_name
local cert

# generate etcd server,peer certificate
# letc/kubernetes/pki/etcd/server
# letc/kubernetes/pki/etcd/peer
for cert in ${ETCD_CERT_SERVER} ${ETCD_CERT_PEERY}; do
subj=$(cert::get_subj "${cert}")
subject_alt_name=$(cert::get_subject_alt_name "${cert}")
cert::gen_cert "${cert}" "peer" "${subj}" "${CERT_DAYS}" "${ETCD_CERT_CA}" "${subject_alt_name}"
log::info "${GREEN}updated ${BLUE}${cert}.conf${NC}"
done

# generate etcd healthcheck-client,apiserver-etcd-client certificate

# letc/kubernetes/pki/etcd/healthcheck-client

# letc/kubernetes/pki/apiserver-etcd-client

for cert in ${ETCD_CERT_HEALTHCHECK_CLIENT} ${ETCD_CERT_APISERVER_ETCD_CLIENT}; do
subj=$(cert::get_subj "${cert}")
cert::gen_cert "${cert}" "client" "${subj}" "${CERT_DAYS}" "${ETCD_CERT_CA}"
log::info "${GREEN}updated ${BLUE}${cert}.conf${NC}"

done

# restart etcd
docker ps | awk '/k8s_etcd/{print$1}' | xargs -r -1 '{}' docker restart {} >/dev/null 2>&1 || true
log::info "restarted etcd”

}

cert::update_master_cert() {
local subj

local subject_alt_name
local conf

# generate apiserver server certificate

# letc/kubernetes/pki/apiserver

subj=$(cert::get_subj "${CERT_APISERVER}")

subject_alt_name=$(cert::get_subject_alt_name "${CERT_APISERVER}")

cert::gen_cert "${CERT_APISERVERY}" "server" "${subj}" "${CERT_DAYS}" "${CERT_CA}" "${subject_alt_name}"
log::info "${GREEN}updated ${BLUE}${CERT_APISERVERY}.crt${NC}"

# generate apiserver-kubelet-client certificate

# letc/kubernetes/pki/apiserver-kubelet-client

subj=$(cert::get_subj "${CERT_APISERVER_KUBELET_CLIENT}")

cert::gen_cert "${CERT_APISERVER_KUBELET_CLIENT}" “client” "${subj}" "${CERT_DAYS}" "${CERT_CA}"
log::info "${GREEN}updated ${BLUE}${CERT_APISERVER_KUBELET_CLIENT}.crt${NC}"

# generate kubeconf for controller-manager,scheduler and kubelet
# letc/kubernetes/controller-manager,scheduler,admin,kubelet.conf
for conf in ${CONF_CONTROLLER_MANAGER} ${CONF_SCHEDULER} ${CONF_ADMIN} ${CONF_KUBELET}; do
if [ ${conf##*/} == "kubelet" ]]; then
# https://github.com/kubernetes/kubeadm/issues/1753



set +e
grep kubelet-client-current.pem /etc/kubernetes/kubelet.conf >/dev/null 2>&1
kubelet_cert_auto_update=$?
set -e
if [[ "$kubelet_cert_auto_update” =="0"]]; then
log::info "does not need to update kubelet.conf"
continue
fi
fi

# update kubeconf
cert::update_kubeconf "${conf}"
log::info "${GREEN}updated ${BLUE}${conf}.conf${NC}"

# copy admin.conf to ${HOME}/ .kube/config
if [ ${conf##*/} == "admin" ]]; then
mkdir -p "${HOME}/.kube"
local config=${HOME}/.kube/config
local config_backup
config_backup=${HOME}/ .kube/config.old-$(date +%Y%m%d)
if [ -f ${config} ]] && [[ ! -f ${config_backup} ]]; then
cp -fp "${config}" "${config_backup}"
log::info "backup ${config} to ${config_backup}"
fi
cp -fp "${conf}.conf" "${HOME}/.kube/config"
log::info "copy the admin.conf to ${HOME}/.kube/config"
fi
done

# generate front-proxy-client certificate

# letc/kubernetes/pki/front-proxy-client

subj=$(cert::get_subj "${FRONT_PROXY_CLIENT}")

cert::gen_cert "${FRONT_PROXY_CLIENT}" "client” "${subj}" "${CERT_DAYS}" "${FRONT_PROXY_CA}"
log::info "${GREEN}updated ${BLUE}${FRONT_PROXY_CLIENT}.crt${NC}"

# restart apiserver, controller-manager, scheduler and kubelet
for item in "apiserver" "
docker ps | awk '/k8s_kube-'${item}'/{print$1}' | xargs -r -1 '{}' docker restart {} >/dev/null 2>&1 || true

log::info "restarted ${item}"

controller-manager" "scheduler”; do

done
systemctl restart kubelet || true
log::info "restarted kubelet"

}

main() {
local node_type=$1

CERT_DAYS=3650

KUBE_PATH=/etc/kubernetes
PKI_PATH=${KUBE_PATH}/pki

# master certificates path

# apiserver

CERT_CA=%${PKI_PATH}/ca
CERT_APISERVER=${PKI_PATH}/apiserver
CERT_APISERVER_KUBELET_CLIENT=${PKI_PATH}/apiserver-kubelet-client
CONF_CONTROLLER_MANAGER=${KUBE_PATH]}/controller-manager
CONF_SCHEDULER=${KUBE_PATH}/scheduler
CONF_ADMIN=${KUBE_PATH}/admin
CONF_KUBELET=${KUBE_PATH}/kubelet

# front-proxy

FRONT_PROXY_CA=${PKI_PATH}/front-proxy-ca
FRONT_PROXY_CLIENT=${PKI_PATH}/front-proxy-client

# etcd certificates path
ETCD_CERT_CA=${PKI_PATH}/etcd/ca
ETCD_CERT_SERVER=${PKI_PATH}/etcd/server
ETCD_CERT_PEER=${PKI_PATH}/etcd/peer



ETCD_CERT_HEALTHCHECK_CLIENT=${PKI_PATH}etcd/healthcheck-client
ETCD_CERT_APISERVER_ETCD_CLIENT=${PKI_PATH}apiserver-etcd-client

case ${node_type} in
# etcd)
# # update etcd certificates
# cert::update_etcd_cert
#i)
master)
# check certificates expiration
cert::check_master_certs_expiration
# backup $KUBE_PATH to $KUBE_PATH.old-$(date +%Y%m%d)
cert::backup_file "${KUBE_PATH}"
# update master certificates and kubeconf
log::info "${GREEN}updating...${NC}"
cert::update_master_cert
log::info "${GREEN}done!!!'${NC}"
# check certificates expiration after certificates updated
cert::check_master_certs_expiration
all)
# check certificates expiration
cert::check_all_expiration
# backup $KUBE_PATH to $KUBE_PATH.old-$(date +%Y%m%d)
cert::backup_file "${KUBE_PATH}"
# update etcd certificates
log::info "${GREEN}updating...${NC}"
cert::update_etcd_cert
# update master certificates and kubeconf
cert::update_master_cert
log::info "${GREEN}done!!!'${NC}"
# check certificates expiration after certificates updated
cert::check_all_expiration
check)
# check certificates expiration
cert::check_all_expiration
*)”
log::err "unknown, unsupported cert type: ${node_type}, supported type: \"all\", \"master\""
printf "Documentation: https://github.com/yuyicai/update-kube-cert
example:
\033[32m./update-kubeadm-cert.sh al\033[0m' update all etcd certificates, master certificates and kubeconf
/etc/kubernetes
— admin.conf
— controller-manager.conf
— scheduler.conf
— kubelet.conf
L— pki
— apiserver.crt
— apiserver-etcd-client.crt
— apiserver-kubelet-client.crt
— front-proxy-client.crt
L— etcd
— healthcheck-client.crt

— peer.crt

L— server.crt

"\033[32m./update-kubeadm-cert.sh master\033[0m' update only master certificates and kubeconf
/etc/kubernetes
— admin.conf
— controller-manager.conf
— scheduler.conf
— kubelet.conf
L— pki
— apiserver.crt
— apiserver-kubelet-client.crt
L— front-proxy-client.crt



exit 1

esac

main "$@"

2. YH|0|E H QS A HE gol

$> kubeadm certs check-expiration
[check-expiration] Reading configuration from the cluster...
[check-expiration] FYI: You can look at this config file with 'kubectl -n kube-system get cm kubeadm-config -o yaml'

CERTIFICATE EXPIRES RESIDUAL TIME CERTIFICATE AUTHORITY EXTERNALLY MANAGED
admin.conf Apr 17,2023 06:09 UTC 364d ca no

apiserver Apr 17,2023 06:09 UTC 364d ca no
apiserver-etcd-client  Apr 17, 2023 06:09 UTC 364d etcd-ca no
apiserver-kubelet-client Apr 17, 2023 06:09 UTC 364d ca no
controller-manager.conf  Apr 17, 2023 06:09 UTC 364d ca no
etcd-healthcheck-client  Apr 17, 2023 06:09 UTC 364d etcd-ca no

etcd-peer Apr 17, 2023 06:09 UTC 364d etcd-ca no

etcd-server Apr 17,2023 06:09 UTC 364d etcd-ca no
front-proxy-client Apr 17,2023 06:09 UTC 364d front-proxy-ca no
scheduler.conf Apr 17,2023 06:09 UTC 364d ca no

CERTIFICATE AUTHORITY EXPIRES RESIDUAL TIME EXTERNALLY MANAGED
ca Apr 17,2032 04:17 UTC 9y no

etcd-ca Apr 17,2032 04:17 UTC 9y no

front-proxy-ca Apr 17,2032 04:17 UTC 9y no

o

3. 215 A HOO|E (Control Plain 1CHM &~Xt &) 43 MHEIR[Z 30X 7h2FCi7] 2Q)

$> chmod +x cert_update.sh
$> ./cert_update.sh

$> kubeadm certs check-expiration
[check-expiration] Reading configuration from the cluster...
[check-expiration] FYI: You can look at this config file with 'kubectl -n kube-system get cm kubeadm-config -o yaml'

CERTIFICATE EXPIRES RESIDUAL TIME CERTIFICATE AUTHORITY EXTERNALLY MANAGED
admin.conf Apr 17, 2032 06:09 UTC 9y ca no
apiserver Apr 17,2032 06:09 UTC 9y ca no
apiserver-etcd-client  Apr 17, 2032 06:09 UTC 9y etcd-ca no
apiserver-kubelet-client Apr 17, 2032 06:09 UTC 9y ca no
controller-manager.conf  Apr 17, 2032 06:09 UTC 9y ca no
etcd-healthcheck-client  Apr 17, 2032 06:09 UTC 9y etcd-ca no
etcd-peer Apr 17,2032 06:09 UTC 9y etcd-ca no
etcd-server Apr 17,2032 06:09 UTC 9y etcd-ca no
front-proxy-client Apr 17,2032 06:09 UTC 9y front-proxy-ca no
scheduler.conf Apr 17,2032 06:09 UTC 9y ca no
CERTIFICATE AUTHORITY EXPIRES RESIDUAL TIME EXTERNALLY MANAGED
ca Apr 17,2032 04:17 UTC 9y no
etcd-ca Apr 17,2032 04:17 UTC 9y no
front-proxy-ca Apr 17,2032 04:17 UTC 9y no

Reference

e https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/install-kubeadm/
e https://github.com/yuyicai/update-kube-cert.git


https://kubernetes.io/docs/setup/production-environment/tools/kubeadm/install-kubeadm/
https://github.com/yuyicai/update-kube-cert.git
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e proxy : hosted®?t HZ5] At3t= cache& Z|EX|E2]
e group : 6{2{712| hosted or proxyE IELE |2 =2|71E9| 2|ZX|E2|

2. B|EX|E{2] HZ 22| YAl

o release : MAZZ|XE|= OIE|HE XA /| SYHTCE SHAN HZE JH5(ERA| AN = HEL}{of &)
e snapshot : $+A|2 ZHE|X E|= OIE[HE XZEA /22 HHOE of8{H YEE Jts

3. B|ZX|EE] /Y

e maven?2 : HO|20]|M H235t= HIEIH0|E 2 HHE| (group / artifact id / version2| HEIE|O|E|2 2t2|Et)
e raw : BT 2| HEIH|O|E = oM It 2| X|et mtUo|STH MM
e yum : yum Z|EX|E2] HEA
4. OIE|HE Ztz| diA]
o curlg 0|2%t Hjo|L{2| 22|
e test repolll Y= img-1.png It CIRZE

$ curl -u 'test:test123" http://192.168.10.10:11000/repository/test_repo/img-1.png -0 img-1.png

test.tar.gz I'YE test_repoE PEE
$ curl -u 'test:test123' --upload-file ./test.tar.gz http:/192.168.10.10:11000/repository/test_repo/test.tar.gz
o CIEIIY HZEA

$find ./ -exec curl -u 'test:test123' -T ./{} http://192.168.10.10:11000/repository/test_repo/test.tar.gz/{} \;

test_repo0fl Y= test.tar.gz T+Y AHx|

$> curl --request DELETE -u 'test:test123" http://http/192.168.10.10:11000/repository/test_repol/test.tar.gz

Nexus &X| (Docker 7|tl)

1. container pull 8t7|



$> docker pull sonatype/nexus3:3.29.2  #2.x2 A& AL sonatype/nexusE At2stH &

2. nexus XMZE C|0|E g3t

$> mkdir /data/nexus-repo
$> chown -R 200 /data/nexus-repo/

3. container Adlis}7|

$ docker run -d -p 88081:8081 \

-e TZ=Asia/Seoul \

-v /etc/localtime:/etc/localtime:ro \

-v /data/nexus-repo/:/nexus-data \

-name nexus-repo sonatype/nexus3:3.29.2

4. Container log &9l (started sonatype HIA|X|7} E3HE|H HALS 20F)
$ docker logs -f nexus-repo

2021-01-19 23:32:02,793+0900 INFO [jetty-main-1] *SYSTEM org.sonatype.nexus.repository.httpbridge.internal.ViewServlet - Initialized
2021-01-19 23:32:02,870+0900 INFO [jetty-main-
1] *SYSTEM org.eclipse.jetty.server.handler.ContextHandler - Started o.e.j.w.WebAppContext@637c45d9{Sonatype Nexus,/ file:~/~//opt/sonatype/nexus/public

2021-01-19 23:32:02,928+0900 INFO [jetty-main-

1] *SYSTEM org.eclipse.jetty.server.AbstractConnector - Started ServerConnector@45bb642d{HTTP/1.1, (http/1.1)}0.0.0.0:8081}
2021-01-19 23:32:02,929+0900 INFO [jetty-main-1] *SYSTEM org.eclipse.jetty.server.Server - Started @41677ms

2021-01-19 23:32:02,930+0900 INFO [jetty-main-1] *SYSTEM org.sonatype.nexus.bootstrap.jetty.JettyServer -

\\Started Sonatype Nexus OSS 3.29.2-02
J R

5. web-ui M&3517| - http://{{AMHIP}}:88081/

$docker exec -it nexus cat /nexus-data/admin.password
1123-aad-XxXxXX-XXXX-

g. 212 AI™ (admin / IHAYEE b. =XIO|A 2QIE THARIE Q1H)
9. admin IHAQ|E MA (HZAT IJAQE A 5 Next)

10. OFA

Repository Cleanup H*iztz|

1. cleanup policies M £&l5}7]
o MCHELIHIF 2 - Repository - Cleanup Policies - Create Cleanup Policy
e Cleanup policy 7% HF A

o TRE MERY (GAl= 90 EE T MF|Sh= FM)

g= 49 28U H 2
Name T%lo|E 4™ proxy cleanup {{E% 19 ZtMdH
2}3d
Format Repository format 88 raw 2E 89 repository
& A2 all formats MEH
notes TH2jof cHet dEEE =M
3HtA MEH S Hatl ol

Component Age M= ojEe HEt 7] 90 H|
=r|



g8 49 a8 Hl 2
Component Usage CIREE E|X| 2 Ho]E{ 90 H3gfA MEH 5 Hard
Hatx7| 2
preview repository ST HME £EA AR
ClolE 2|AETt HY
Repository 2]
1. Hosted 7[gte| 2|ZXX|E{2] 4
o ACHEL|HIR| Y — Repository —» Create Repository -» RAW (hosted)
o repository M4 HF7A
N EENERE
g= 49 a8 H 1
Name Repository 11 0|2 repoO|E 3 X, X2 P4 E[0oF 5t
EFER=(-, _ )M FEED
O EE O 4 el
Online repository 243t o{& =] 71242 H3EN JAS
Content Disposition Zislx 22| gt attachment Attachment / inline & &
1, Attachment2 F4slof
oY Mao0| 8%
Blob store Hio|H2| MT Z=2 default EE Ho|H2| MEAE HH
SIX| 2= A2 default2 7
A
Deployment Policy OLEIME HiX / |0 E |8 Allow redeploy Allow redeploy : i H{Z &
% 2
Deny redeploy : Mu{E &
7t
read only : &HIO|E 7},
A7|Hges £
Cleanup policies Repository 22H&l oY & Cleanup ZH EMS0
H g
2. Proxy 7|%9te| 2|ZX|E{2]| ‘44
o MCHELIHIR 2 - Repository - Create Repository - RAW (Proxy)
e repository M4 HiF7A
. B2 MY
g8 49 a4 Hl 1
Name Repository 115 0|2 =X, X2 24500 of
1 EFEXE(-, _)UHE
|0 oA EZ OpEl glg
Online repository M3t o5 7242 M3EH JAS
Remote storage hosted 2|ZX|Ez2| F4 &
2
Blocked 59l Proxy HZES AHHg H3IS+H
R =]
Auto blocking enabled  Remote Storaged| &2 M3
0| E|X| 42 Z2 il
Proxy ¢ Xttt
Maximum component  cache®l Hfo|H2|2| %[t 60
age Hat =] (2E9)
Maximum metadata cacheg® MEIHO|E] 2[Cf 60
age Bt 37| (289
Blob store Ho|H2| XME B2 default HT StorageZ FAHE A

2 FM3IStoage 0|2 MEH



¥ s

Strict Content Type
Validation

Not found cache
enabled

Not found cache TTL

Cleanup policies

HTTP authentication

3. Proxy Repo0 cache HE

4

Hro|{2| MFEAl MIMER

o
= gfol

HE Mg
M Y 2
#l)

ME
N

Repository 2eEl ot A

A
AZNF A0l AT Y

ZH A

o EL|H}F| - Repository — ProxyEl2| Repository M4 - Invalidate cache MEH

Proxy 7|5 HI2AE

1. H2 F7|H Proxy C[0]E

HE
CEEY]

2. Proxy Mg Traffic &2

o HIAEHFH : Proxy0f| 1XHHHH™ caching

e
st W 2ol

(flush=|7|

g
HIR X EH =2 8)

% Hl 1
M= st
3 3
60
Cleanup BA S~EIS 0y
P K2
1o
host2 nexusOll SEst |
MEe
Proxy HIHA|Zt
$SO2 | AXHIK| HtE QHE
=
125 Proxy repooi

222| Proxy Repodi|

o I3l ME (Hosted - Proxy), 192.168.10.10 (Proxy), 192.168.100.10 (Hosted)

- O
Hicd
- O

| 4EHOI[A hostoll Z2 HIO[L2|7} YHO|E El B, caching flush & CIA| caching

15:42:31.554851 IP 192.168.10.10.42224 > 192.168.100.10.88081: Flags [S], seq 1521618240, win 29200, options [mss 1460,nop,nop,sackOK],

length O

15:42:31.555029 IP 192.168.100.10.88081 > 192.168.10.10.42224: Flags [S.], seq 2385004980, ack 1521618241, win 29200, options [mss
1460,nop,nop,sackOK], length 0
15:42:31.555223 IP 192.168.10.10.42224 > 192.168.100.10.88081: Flags [.], ack 1, win 29200, length 0
15:42:31.555234 |P 192.168.10.10.42224 > 192.168.100.10.88081: Flags [P.], seq 1:262, ack 1,



onlyofficeS ZH|0|L 7|2H0[A| EX[S}7]

MSofficeZS CHHIE 4 A= officE0l| onlyofficeZt YA $HH MX[s2t&LICT,

1. Onlyoffice€ CIOJE| CIHE2| ‘4d

$ mkdir /data/office/CommunityServer/{logs,data,lib,db}
$ mkdir /data/office/ControlPanel/{logs,data,lib,db}

2. onlyoffice& DB7Y XM= 7|Z0| 4dF2l DBE AH|0|L{7} A0{A 7|Z DBZIE|O[L{0| DBAAE AL HHE FIIEH L

mysql> CREATE USER ‘onlyoffice_user'@'localhost' IDENTIFIED BY 'onlyoffice_pass';

mysql> CREATE USER 'mail_admin'@'localhost' IDENTIFIED BY 'Isadmin123';

mysql> GRANT ALL PRIVILEGES ON * . * TO 'onlyoffice_user'@'%' IDENTIFIED BY ‘onlyoffice_pass";
mysql> GRANT ALL PRIVILEGES ON *. * TO 'mail_admin'@'%' IDENTIFIED BY 'Isadmin123';
mysql> FLUSH PRIVILEGES;

3. Control Panel Z[7|

$ docker run -d --net=test --restart=always --dns 219.250.36.130 -d \

-v /var/run/docker.sock:/var/run/docker.sock \

-v /data/office/CommunityServer/data:/app/onlyoffice/CommunityServer/data \
-v /data/office/ControlPanel/data:/var/www/onlyoffice-controlpanel/Data \

-v /data/office/ControlPanel/logs:/var/log/onlyoffice-controlpanel \

--name office_panel onlyoffice/controlpanel

4. #ARLIE|E onlyoffice MM Container =[27|

$ docker run -d --net=test--restart=always --dns 219.250.36.130 -p 80:80 -p 443:443 -p 5222:5222 \
-e MYSQL_SERVER_ROOT_PASSWORD=dbpass \

-e MYSQL_SERVER_DB_NAME=onlyoffice \

-e MYSQL_SERVER_HOST=db \

-e MYSQL_SERVER_USER=onlyoffice_user \

-e MYSQL_SERVER_PASS='onlyoffice_pass'\

-e CONTROL_PANEL_PORT_80_TCP=80\

-e CONTROL_PANEL_PORT_80_TCP_ADDR=office_panel \

-v /data/office/CommunityServer/letsencrypt:/etc/letsencrypt \

-v /syslfs/cgroup:/sys/fs/icgroup:ro \

-v /data/office/CommunityServer/data:/var/www/onlyoffice/Data \

-v /data/office/CommunityServer/logs:/var/log/onlyoffice \

-v /data/office/DocumentServer/data:/var/www/onlyoffice/DocumentServerData \
--name office onlyoffice/communityserver

5. BEIRXM HE5E7| http://{{MHIP}}
Reference

o https://helpcenter.onlyoffice.com/installation/docs-community-install-docker.aspx


https://helpcenter.onlyoffice.com/installation/docs-community-install-docker.aspx

pip2 docker-compose X 2F

1. 83
e 0S: centos7
e pip : pip2 / pip3
2. ZAAE
o pip27t MA[E[0] A= MHOIM MER pipE S2[2{ 1 L] python30IA ALdHOf StCHe
o pip HMET pip22 ME2| Y3 A=Y= MEHO|A pip3ZE 1A

$>Is -l pip

{usr/bin/pip -> /usr/bin/pip2

$> In -snf /usr/bin/pip3 /usr/bin/pip

$> pip -V

pip 21.0.1 from /usr/local/lib/python3.6/site-packages/pip (python 3.6)

3. pipE £l docker-compose A*%|

$ pip instal docker-compose

Collecting cryptography>=2.5 (from paramiko>=2.4.2; extra == "ssh"->docker[ssh]<5,>=4.4.3->docker-compose)
Downloading http://python.org/pypi/+f/2d3/2223e5b0ee029/cryptography-3.4.6.tar.gz (546kB)
1000 | NN | 55245 43.7MB/s
Complete output from command python setup.py egg_info:
WARNING: The wheel package is not available.
ERROR: 'pip wheel' requires the 'wheel' package. To fix this, run: pip install wheel
Traceback (most recent call last):
File "/usr/local/lib/python3.6/site-packages/setuptools/installer.py”, line 75, in fetch_build_egg
subprocess.check_call(cmd)
File "/usr/lib64/python3.6/subprocess.py", line 311, in check_call
raise CalledProcessError(retcode, cmd)
subprocess.CalledProcessError: Command T/usr/bin/python3’, '-m’, 'pip’, "--disable-pip-version-check’, 'wheel', '--no-deps', -w', 'tmp/tmpn5ys3xpr’, '--
quiet', 'cffi>=1.12"]" returned non-zero exit status 1.
The above exception was the direct cause of the following exception: Traceback (most recent call last): File "<string>", line 1, in <module> File
"/tmp/pip-build-Opwkcfz1/cryptography/setup.py”, line 152, in <module>  rust_extensions=rust_extensions, File "/usr/local/lib/python3.6/site-
packages/setuptools/__init__.py", line 152, in setup  _install_setup_requires(attrs) File "/usr/local/lib/python3.6/site-packages/setuptools/__init__.py",
line 147, in _install_setup_requires  dist.fetch_build_eggs(dist.setup_requires) File "/usr/local/lib/python3.6/site-packages/setuptools/dist.py", line 689,
in fetch_build_eggs replace_conflicting=True, File "/usr/localllib/python3.6/site-packages/pkg_resources/__init__.py", line 768, in resolve
replace_conflicting=replace_conflicting File "/usr/local/lib/python3.6/site-packages/pkg_resources/__init__.py", line 1051, in best_match  return
self.obtain(req, installer) File "/usr/localllib/python3.6/site-packages/pkg_resources/__init__.py", line 1063, in obtain  return installer(requirement) File
"lusr/localllib/python3.6/site-packages/setuptools/dist.py", line 745, in fetch_build_egg return fetch_build_egg(self, req) File
"lusr/local/lib/python3.6/site-packages/setuptools/installer.py”, line 77, in fetch_build_egg raise DistutilsError(str(e)) from e distutils.errors.DistutilsError:
Command [/usr/bin/python3’, -m’, 'pip’, '--disable-pip-version-check’, ‘wheel', '--no-deps', '-w', ‘/tmp/tmpn5ys3xpr’, --quiet’, ‘cffi>=1.12"]' returned non-
zero exit status 1. DEBUG ASSISTANCE If you are seeing a
compilation error please try the following steps to  successfully install cryptography: 1) Upgrade to the latest pip and try again. This will fix errors for
most users. See: https://pip.pypa.io/en/stable/installing/#upgrading-pip  2) Read https://cryptography.io/en/latest/installation.html for specific
instructions for your platform.  3) Check our frequently asked questions for more information: https://cryptography.io/en/latest/fag.html  4)
Ensure you have a recent Rust toolchain installed: https://cryptography.io/en/latest/installation.html#rust  5) If you are experiencing issues with
Rust for *this release only* you may set the environment variable 'CRYPTOGRAPHY_DONT_BUILD_RUST=1".
DEBUG ASSISTANCE Command "python
setup.py egg_info" failed with error code 1 in /tmp/pip-build-Opwkcfz1/cryptography/

o SHX|2FOIE]...7777

4. HALIol
¢ PIpRES 2HHOIM SHHOR Tras| AE2 230t HIRYEA SRS, .
« python2E0| 2H{HOZ MX|7} £|0f YYUSE..... J2M python3ZO2 T7|X| ZH| KAA

5. XJt=rA

$ pip install --upgrade setuptools pip --ignore-installed

WARNING: Running pip install with root privileges is generally not a good idea. Try pip install --user instead. Collecting setuptools Downloading
http://python.org/pypil+f/0e8/6620d658c5cas/setuptools-53.0.0-py3-none-any.whi (784kB) 100% | I NENENENEEEERERERERRNRRRRERNNN
788kB 58.3MB/s Collecting pip Downloading http://python.org/pypi/+f/37f/d50e056e2aed6/pip-21.0.1-py3-none-any.whl (1.5MB) 100% |
IRl 1-5MB 36.2MB/s Installing collected packages: setuptools, pip



6. CIAl docker-compose A%|
$ pip install docker-compose

WARNING: pip is being invoked by an old script wrapper. This will fail in a future version of pip.
Please see https://github.com/pypa/pip/issues/5599 for advice on fixing the underlying issue.
To avoid this problem you can invoke Python with '-m pip' instead of running pip directly.
Looking in indexes: http://python.org/pypi/simple/

Collecting docker-compose

Successfully installed PyYAML-5.4.1 attrs-20.3.0 bcrypt-3.2.0 cached-property-1.5.2 certifi-2020.12.5 cffi-1.14.5 chardet-4.0.0 cryptography-3.4.6 distro-
1.5.0 docker-4.4.3 docker-compose-1.28.4 dockerpty-0.4.1 docopt-0.6.2 idna-2.10 importlib-metadata-3.6.0 jsonschema-3.2.0 paramiko-2.7.2 pycparser-

2.20 pynacl-1.4.0 pyrsistent-0.17.3 python-dotenv-0.15.0 requests-2.25.1 six-1.15.0 texttable-1.6.3 typing-extensions-3.7.4.3 urllib3-1.26.3 websocket-
client-0.57.0 zipp-3.4.0

7. BX AR

$ pip list| grep docker
docker 4.4.3
docker-compose  1.28.4
dockerpty 0.4.1



QEMU tcp A% 518617]

1. libvirt.conf £H (FAM6HH)

$> vi /etc/libvirt/libvirtd.conf

listen_tls = 0 (7| 222 TLSEM)

listen_tcp = 1 (7|22t HIZMsh

tcp_port = "16509" (TCPE AU S AIE3dt= ZE)
listen_addr = "0.0.0.0" 318 IP (7|2%U2 EF §8)

mdns_name = "VMHOST-001" (VDNSEHZ0||A s ™, 0] Zt2 Z2 LEQI3 otofl Y= M St Eatof g

unix_sock_group = "libvirt" (QemuZ2| 3.&, 7|22 root0|7| f20i| EotA 2IE;..)
unix_sock_rw_perms = “0770" (TCPEAA| H248t2 m{0|MZ})
2. /etc/sysconfig/libvirtd £8 (FAMsHH|)

$> vi /etc/sysconfig/libvirtd

LIBVIRTD_ARGS="-listen"

$> vi /etc/sysconfig/libvirtd
#KRB5_KTNAME=/etc/libvirt/krb5.tab
#KRB5_KTNAMEZ} MK 2]

4. NEXE7H
$> groupadd libvirt
$> saslpasswd2 -a libvirt svc

5. MH|A A

$> /etc/init.d/libvirt start



VMware GuestOSO|A| ORA SHE 2=
OLEl A ZEX|ditH

vmware guestOSO[A OFRA S5HE ZHS0]| otel &
ot A0 oHet)

XY (LEHHQI DA HES 2S5t AN, A X7t ACE, F|Z & SHE0| Y

40
rr

1. hostOll M s VMO| BX|El ZZ20j|A * vmx IHAS HRZHCZ 2E

2. U150 ofzh LiE =7t

usb.generic.allowHID = "TRUE"
mouse.vusb.enable = "TRUE"
mouse.vusb.useBasicMouse = "FALSE"

3. GuestOSE = = MAHA SIS0 OFRA SHE ZHE of

4I
1
o

reference

e https://superuser.com/questions/35830/back-forward-mouse-buttons-do-not-work-in-vmware-workstation-6-5-guest-os


https://superuser.com/questions/35830/back-forward-mouse-buttons-do-not-work-in-vmware-workstation-6-5-guest-os

rancher INA S| E X 7|3} gitd

ranchergE AX|5t1 LIM rootAM8XF INAYE X737t HRtt 2 +3setH EL|Ct.

xpojury

1. rancher pod M& g}ol

$> kubectl get pod -A | grep rancher
cattle-system rancher-c56764479-nt7nb 1/1  Running 3 (3d2h ago) 45d

2. rancher pod7t = EHAM SE=X| =0l

$> kubectl describe pod rancher-c56764479-nt7nb -n cattle-system

Name: rancher-c56764479-nt7nb
Namespace: cattle-system

Priority: 1000000000

Priority Class Name: rancher-critical

Node: test2/192.168.0.25

Start Time: Thu, 21 Sep 2023 00:51:03 +0900
Labels: app=rancher

pod-template-hash=c56764479
release=rancher
Annotations: cni.projectcalico.org/containerID: f44aa8d23b68a7376bc29e0bc66605670dc5a87daa9c668bd4f241aa4b63b492
cni.projectcalico.org/podIP: 10.233.64.107/32
cni.projectcalico.org/podIPs: 10.233.64.107/32

Status: Running

IP: 10.233.64.107
IPs:

IP: 10.233.64.107

Controlled By: ReplicaSet/rancher-c56764479

3. rancher HH|0|L| ME 391 (test2 .= E0|A Al&H)

$> crictl ps | grep rancher
a68dc79eeld8c 81ee0878ffcdc 26 minutes ago  Running rancher 3 f44aa8d23b68a rancher-c56764479-
nt7nb

4. rancher ZH|O|HE IJAQE X7|3} (test2 E0j|A] AldH)

$> crictl exec a68dc79eeld8c reset-password

W1104 17:53:31.241158 386 client_config.go:617] Neither --kubeconfig nor --master was specified. Using the inClusterConfig. This might not work.
New password for default admin user (user-q2ki4):

123123

reference

e https://nevido.tistory.com/740


https://nevido.tistory.com/740
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